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Abstract

Background and Obijective: Safety issues of natural gas pipelines have become an
important issue in recent years. In this regard, risk analysis of gas pipelines has
received attention, and approaches related to the identification and determination
of risks of natural gas pipelines, especially the assessment and quantitative analysis
of gas pipeline risks, have become an important issue. Therefore, the present study
aimed to model the risks of the gas industry distribution process using Bayesian
networks.

Materials and Methods: This study was applied in terms of purpose and mixed-
method in terms of data collection and analysis methods. The statistical population
of the research consisted of experts and specialists of the Kermanshah Province Gas
Company in Iran. Purposive sampling was used to select 30 participants. The
required data were collected in the qualitative part using semi-structured individual
interviews and in the quantitative part using a questionnaire. The thematic analysis
method was used for qualitative data analysis and the Bayesian networks method
was used for quantitative data analysis.

Results: Results of qualitative data analysis indicated that the risks in a gas industry
distribution process can be classified and studied in three general categories,
namely risks due to human error (consisting of 20 risks), organizational risks
(including 11 risks), and technical risks (consisting of 4 risks). The results of
sensitivity analysis also showed that gas pressure gauge, connections, quality of
maintenance staff, filters, and maintenance strategy have the greatest impact on
reliability, in that order.

Conclusion: Performance of a complex technological system depends on the
interaction of technical, human, organizational, social, and environmental factors.
The present study provided an integrated framework for the assessment of the
potential reliability and risk in gas distribution units by considering technical,
human, and organizational criteria.
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Extended Abstract

Background and Objective

Natural gas pipeline transportation is one of the
most common and important methods of energy
transportation in the world. Although it offers
advantages, it also faces serious safety challenges.
Pipeline leaks can cause accidents, such as
explosions, poisoning, and asphyxiation, which are
caused by poor maintenance, management, and
geological conditions. Therefore, risk analysis in
this area is essential to prevent catastrophic
consequences. With the increasing awareness of
hazards, risk analysis has become one of the main
concerns of managers in this industry. In
engineering, risk is usually defined in probabilistic
and numerical terms; however, in sociological
approaches, perceptual and subjective aspects are
also considered. Hanson has provided five main
definitions of risk, which show its different
dimensions in conditions of uncertainty. Since the
1960s, with the growth of technology, risk
modeling and management have expanded. Risk
analysis approaches include: risk acceptance, risk-
benefit  analysis,  risk  perception,  risk
communication, and public trust. In the energy
sector, many studies have been conducted that
focus on investment risk, power plant location, and
quantitative risk assessment. Traditional risk
assessment methods have limited effectiveness due
to their static nature and inability to incorporate
new information. In contrast, Bayesian networks are
new tools that enable dynamic modeling, causal
analysis, and the combination of quantitative and
qualitative variables. This method can be very
effective, especially in conditions of uncertainty.
With this background in mind, this study aimed to
provide a comprehensive model for risk analysis in
the gas distribution process and simultaneously
examine and manage technical, human, and
organizational risks using Bayesian networks.

Materials and Methods

This applied study utilized the mixed research
approach. The statistical population includes
experts from Kermanshah Gas Company, 30 of
whom were selected through purposive sampling.
The inclusion criteria were having a university
degree, relevant experience, familiarity with gas
distribution, and willingness to participate in the
study. Qualitative data were collected through
semi-structured interviews that lasted an average of
70 minutes. The interview questions had three
parts: demographic characteristics, specialized
questions about the risks of the gas distribution
process, and supplementary questions for further
understanding. Qualitative data analysis was
performed using the content analysis method.
Quantitative data were collected through a
questionnaire based on the results of the qualitative
section and analyzed using the Bayesian networks
method. Bayesian networks include directed graphs
and conditional probability distribution tables.
These networks model conditional relationships
among variables and provide dynamic analysis by
updating probabilities based on new data. Building
a Bayesian network has three stages: identifying

variables and their states, determining relationships
and graphical structure, and evaluating initial and
conditional probabilities. Bayesian networks are
considered effective tools in risk analysis due to
their reduced computational complexity and ability
to handle multi-state variables. This study aimed to
present a comprehensive model for analyzing
organizational, human, and technical risks of the
gas distribution process using Bayesian networks.

Results

From the interviews, phrases related to the research
objective were extracted, coded, and initial themes
were identified. Subsequently, by merging similar
themes, a set of non-repetitive basic themes was
extracted. These themes were categorized into
three components of human, organizational, and
technical risks. In order to build a Bayesian
network, the relationships among variables were
determined by examining technical maps, historical
data, and interviews with experts. In nodes with a
parent, the probability of each child state, given the
parent states, was estimated using weighted
functions  (WMean, WMax, WMin, and
MixMinMax) and the TNormal distribution, the
mean and variance of the functions of which
represent expert uncertainty. The proposed model
was analyzed in the Agena Risk software. To
evaluate the model, three scenarios were
implemented: a) Considering the node to be
appropriate for the task in the high state, which
increased reliability by 4%; b) Available program in
the high state, which improved reliability by 24%;
and c) Silent connections in the high state, which
increased reliability by 28%. Sensitivity analysis
showed that gas pressure gauges, dead
connections, quality of maintenance personnel,
filters, and maintenance strategy have the greatest
impact on reliability. This study, using Bayesian
network modeling, enables quantitative analysis of
human, organizational, and technical risks, as well
as the assessment of scenarios for improving the gas
distribution process.

Discussion

The performance of a complex technological system
depends on the interaction of technical, human,
organizational, social, and environmental factors. In
this study, an integrated framework for assessing the
potential reliability and risk in gas distribution units
was presented, taking into account technical, human,
and organizational criteria. The findings of the study
showed that the risks in the gas distribution process
can be classified into three categories: human,
organizational, and technical. Although some studies
have examined technical risks, they have not paid
attention to human risks, and some have analyzed
only organizational risks. Most previous studies have
had a quantitative approach and have not included
the views of experts in the risk analysis. In this study,
in addition to key distribution devices, human forces
were considered to cover the main risk-causing
factors, as well as human and organizational errors,
and modeling was performed using Bayesian
networks. A systematic research approach was
adopted, and the relationships among variables were
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extracted from the views of experts. Bayesian
networks, as a machine learning method, provide the
ability to analyze the impact of uncertain variables
and causal relationships, simultaneously examine
qualitative and quantitative variables, and perform
sensitivity analysis in conditions of insufficient data,
and can analyze the uncertainty of repair and
maintenance models.

Conclusion
The introduced conceptual framework is
considered an improvement, compared to common
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risk assessment methods since it covers different
modules for a comprehensive definition of risk,
including uncertainties, causes, historical data, and
interactions of variables; enables integrated risk
modeling at human, organizational, and technical
layers; is easily combined with other models, such
as fault trees; and provides quantitative and
qualitative risk analysis and quantification of
conditional probabilities along with the definition
of continuous and discrete qualitative and
quantitative variables.
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