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Abstract

Background and Objective: Due to limited resources for risk reduction, prioritizing
risks is crucial. Fault tree analysis (FTA) is one of the best-known methods, which
faces uncertainty like other methods. On the other hand, despite its benefits and
increasing use in industries, hydrogen poses significant risks. Given the lack of
studies in the field of risk assessment of hydrogen tanks, this study aimed to develop
a risk assessment method for a type of hydrogen tank.

Materials and Methods: In this study, by using fuzzy logic, a connection was
established between industrial experts and modern risk assessment methods;
therefore, the uncertainty resulting from the lack of knowledge was mitigated as
much as possible. Then, by transferring the fault tree to a Bayesian network, logical
relationships between the system components were established, and obtaining
updated probabilities became possible. By integrating fault tree analysis and these
tools, the probability of fire and explosion in a hydrogen gasholder in one of Iran's
industries was calculated.

Results: The probability of fire and explosion was calculated to be 1.147E-05. The
presence of sufficient oxygen and an electrical spark, a delay in inspection, and an
open flame were identified as the most influential basic events in causing this
incident.

Conclusion: While calculating the probability of an accident, the proposed method
improves the effectiveness of risk control plans by identifying the most important
basic events. It also provides a framework for examining new cases.

Keywords: Bayesian network, Fault tree analysis, Fuzzy, Hydrogen, Risk
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Extended Abstract

Background and Objective

Hydrogen, due to its lightweight and highly
flammable nature, presents unique safety
challenges despite its growing use in industrial
applications.  As  global  concerns  about
environmental pollution and climate change rise,
hydrogen has emerged as a promising clean energy
source due to its high energy content, low
emissions, and renewability. However, the safety
hazards associated with its storage and use,
including its low ignition energy and wide
flammability range, make it a potential risk for fires
and explosions. These risks are particularly
significant when hydrogen is stored in pressurized
gas holder tanks, which are commonly used in
industries, such as vegetable oil hydrogenation.
These tanks are designed with a steel drum floating
in water to maintain gas pressure and prevent
leakage. However, leakage remains a significant
concern in these storage systems.

Given the limited research on assessing the risks
associated with hydrogen gas holder tanks, this
study employs a structured risk assessment
approach to identify potential hazards and mitigate
safety risks. Traditional risk assessment models
often struggle to address uncertainty, especially in
cases where data is insufficient. Fuzzy logic offers a
promising solution by enabling multi-valued risk
assessments. Additionally, combining Fault Tree
Analysis (FTA) with Bayesian Networks (BN) can
enhance the assessment by accounting for complex
system interactions and uncertainty.

Materials and Methods

Fault Tree Analysis

FTA is a systematic, deductive approach used to
identify the causes leading to a hazardous event. By
utilizing logical gates, such as AND and OR, FTA
creates a graphical representation of events, from
the basic underlying causes to the final undesirable
event. This approach is particularly useful in
identifying risks within industrial systems by
analyzing the causal relationships between events.

Bayesian Network

BN offer a probabilistic model that helps assess risk
in complex systems. BN employs a directed acyclic
graph, where nodes represent variables and edges
represent conditional dependencies. The strength of
BN lies in its ability to update probabilities
dynamically based on new evidence or data, such
as real-time process data or incident reports. This
feature allows for continuous risk assessment in
evolving industrial systems.

Expert Judgment Elicitation

Given the lack of sufficient data for the failure
probabilities of basic events in the hydrogen storage
tank system, expert opinions were solicited. A panel
of six experts from different organizational levels
provided their insights. These opinions were then
converted into fuzzy values using linguistic terms
such as "low" and "high," and these values were
aggregated to form a composite probability
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estimate. The integration of expert knowledge into
the analysis improves the accuracy of the results,
especially in systems with complex dynamics and
insufficient historical data.

Aggregation of Fuzzy Opinions

To ensure the reliability of expert opinions, a
methodology for aggregating and defuzzifying
multiple expert inputs was developed. The
aggregation process takes into account the degree
of similarity among experts' views, their level of
agreement, and their credibility based on their
expertise and experience. This results in a more
robust probability estimation, which is then
converted into a crisp value that can be used in
subsequent risk analyses.

Final Failure Probability Calculation

Once the aggregated expert opinions were
defuzzified, the failure probability was calculated
for each basic event. These probabilities were then
integrated into the fault tree and Bayesian network
models, allowing for the determination of the
overall probability of the top event—fire and
explosion in the hydrogen storage tank.

Case Study: Fire and Explosion of a Hydrogen
Storage Tank

A case study from a hydrogen production unit in a
vegetable oil refinery in Iran was used to
demonstrate the effectiveness of the proposed
method. The hydrogen storage tank, critical to the
oil hydrogenation process, was identified as a
potential source of significant risk, particularly in
the event of a fire or explosion. Using the HAZID
method, all potential hazards in the hydrogen
production and storage unit were identified and
qualitatively assessed based on the U.S. military
standard (i.e., MIL-STD-88). The highest risk
scenario identified was the release of hydrogen,
followed by fire and explosion.

To evaluate the risk of this scenario, a fault tree was
created, and expert panels were convened to assess
the failure probabilities of various events. The fault
tree was then modeled as a Bayesian network to
allow for dynamic updating of probabilities based
on new evidence. This updated model provided a
comprehensive risk profile, highlighting the key
events that could lead to the primary risk of fire and
explosion.

Results

The assessment revealed that the probability of fire
and explosion in the hydrogen storage tank was
1.147410°. Additionally, the Bayesian network
allowed for the calculation of probabilities for all
intermediate events, which helped refine the risk
analysis. The results were used to create a Fuzzy
Vulnerability Index (FVI), which ranked the impact
of each base event on the likelihood of the main
event. This ranking process helps organizations
prioritize resources to address the most significant
contributors to risk. From the FVI assessment, the
presence of sufficient oxygen was identified as a
critical factor in the occurrence of the fire and
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explosion, with an FVI value of 1. Other significant
factors included electrical sparks, delays in
inspections, and the presence of flames. Events
related to corrosion and external environmental
stresses were found to have minimal impact on the
incident.

Discussion

This study highlights the advantages of using fuzzy
logic and BN in risk assessments for complex
industrial systems. The integration of expert
opinions and the dynamic updating of probabilities
using BN provide a more accurate and reliable
assessment than traditional risk analysis methods.
The FVI index proved to be an effective tool for
identifying and ranking the critical factors
contributing to risk, enabling the organization to
focus its resources on mitigating the most impactful
hazards. Despite the advantages, the study faced
challenges in obtaining process data due to
confidentiality policies. This limitation affected the

thoroughness of the data analysis but did not detract
from the overall robustness of the proposed
methodology. Future studies could benefit from
more access to real-time data and further validation
of the proposed approach in other industrial
settings.

Conclusion

This study presents an innovative approach to
assessing the risk of fire and explosion in hydrogen
storage tanks using FTA, BN, and fuzzy logic. The
results demonstrated that the probability of such
incidents can be accurately estimated even in
complex systems with limited data. By identifying
the critical events that contribute to risk,
organizations can allocate resources more
effectively to prevent accidents and improve safety.
The proposed methodology offers significant
improvements over traditional risk assessment
models, particularly in dealing with uncertainty and
dynamic risk factors.
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