[ Downloaded from johe.umsha.ac.ir on 2026-02-01 ]

JOHE

Y
w@ ) Journal of Occupational Hygiene Engineering
4 U

J Occup Hyg Eng, 2024; 11(3): 222-234 Doi: 10.32592/joohe.11.3.222

o https://johe.umsha.ac.ir
UMSHA Press

Check for
updates

Determination of Safety Integrity level using HAZOP
Study and Layer of Protection Analysis (LOPA) in
Emergency Shutdown Systems (A Case Study in CPF)

Sajad Afsharil ', Iraj Mohammadfam?* =", Omid Kalatpour?

1. Department of Occupational Health and Safety Engineering, School of Public Health, Occupational Health and Safety
Research Center, Hamadan University of Medical Sciences, Hamadan, Iran

2. Department of Ergonomics, Health in Emergency and Disaster Research Center, Univercity of Social Welfare and
Rehabilitation Science, Tehran, Iran

Abstract
Article history: Background and Objective: Considering the high severity of accidents in process
Received: 12 October 2024 industries, determining the safety integrity level (SIL) is a necessity for adequacy and
Revised: 19 January 2025 q . .
Accepted: 17 March 2025 resistance of the used protective layers. The present study aimed to assess the SIL of
ePublished: 02 July 2025 emergency shutdown systems (ESD) in the oil lines of a field.

Materials and Methods: In this study, the HAZOP method was used to identify dangerous
scenarios, and layer of protection analysis (LOPA) was employed to determine SIL in
ESD. Dangerous scenarios identified using the HAZOP method were extracted and
entered into the LOPA worksheet (PHA Pro8). In the LOPA method, the frequency of the
initiating event, independent protective layers, and the tolerable level of risk were
determined, and SIL was determined accordingly.

] Results: The results demonstrated that the main dangers of the desalting unit are related
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Extended Abstract

Background and Objective

Industries play an important role in the economies of
countries; however, due to the nature of the materials
and processes, there is a high risk of accidents in the
oil, gas, and petrochemical industries that have serious
human and financial consequences. Major accidents,
such as the Bhopal disaster in India (more than 5,000
killed), the Piper Alpha oil platform (168 killed), and
similar accidents in Iran, such as the petrochemical fire
in Bandar Imam (8 killed) demonstrate the importance
of safety in these industries. Regarding the significance
of the first and second layers of protection in reducing
the probability of accidents and the necessity of
conducting Hazard and Operations Guidance
(HAZOP) studies, the present study was conducted in
the desalination unit of the central processing facility,
which has the highest risk of fire and explosion. The
Layer of Protection Analysis (LOPA) method was
employed as a semi-quantitative technique to assess the
risk and determine the adequacy of independent layers
of protection in this study. This method helps to
determine the level of safety integrity of the
instrumentation systems and improve them if
necessary. Today's industrial processes are automated
and computer-controlled, involving high energies with
the potential for catastrophic events. Engineered safety
systems, especially emergency stop systems, are
essential as critical layers of protection to protect
people and equipment. These systems must be reliable
and safely stop the process in an emergency.
International standards, such as ANSI/ISA S84.01 and
IEC 61508 provide guidance to ensure the proper
functioning of these systems. Organizations, such as
IEC and ISA have also adopted the LOPA method as a
standard for determining the level of safety integrity of
precision instrumentation systems. This study aimed to
evaluate and determine the level of safety integrity of
emergency stop systems of the desalination unit of a
central processing site of an oil field in order to provide
necessary suggestions to increase safety and prevent
process accidents.

Materials and Methods

This study is an example of risk assessment in process
industries, especially the oil and gas industry, focusing
on the desalination unit, which was selected due to the
nature of the process and hazards, such as fire,
explosion, and toxic gas leakage. To conduct the study,
process drawings, equipment, instrumentation, and
operating instructions were received from the
engineering unit. The two main methods used were
HAZOP and LOPA. In the HAZOP assessment, process
deviations in nodes were identified using keywords,
and their causes were analyzed. Subsequently, the
consequences of each deviation were examined without
considering the protective layers. The existing
protective layers were also examined using P&ID
drawings. The importance of analyzing the potential
effects of deviations was considered not only in terms
of safety but also for improving product quality and
operations. The results obtained from HAZOP analysis
were qualitatively assessed and corrective actions were
suggested in case of ambiguity due to missing

information. In the next step, hazardous scenarios were
extracted and entered into the LOPA worksheet using
PHA Pro software. In the LOPA method, key factors,
such as the frequency of initiating events, the
effectiveness of protective layers, and the acceptable
risk level were analyzed and the required Safety
Integrity Level (SIL) was determined. This process was
implemented in 13 steps according to the IEC 61511
standard. For each scenario, specific and responsible
corrective actions and their review time were
determined to reduce risk and increase operational
safety, as well as job satisfaction.

Results

The risk assessment of a desalination unit was
conducted in this study. Initially, by reviewing the
system and process drawings, the unit was divided into
smaller nodes, and five operational nodes were
selected for the HAZOP study. Based on the process
deviations, 25 hazardous scenarios were identified and
an emergency shutdown system and SIL were
determined for each. Risk criteria were determined
based on the severity of the consequences (1-3
fatalities) and international standards. The initial
causes of the accidents included defects in the BPCS
instrumentation loop of the inlet control valve and
operator error, the frequencies of which were
determined using CCPS tables. Independent protective
layers included liquid level measuring equipment
(LALL-5011), human alarms and interventions,
pressure gauges (PT-5001), and pressure relief valves.
The operator presence factor in the area was assumed
to be 0.3 and the probability of fluid ignition was
assumed to be 0.5, which was determined based on the
nature of the fluid and pressure. The two significant
initiating cause-event pairs are: instrumentation
failure of the inlet control valve and operator error.
Following this, the pressure inside the desalter
decreases, increasing the likelihood of two-phase
(vapor) formation. Under normal conditions, the
desalter should always remain completely full. Using
PHA Pro software, the Target Event Frequency,
Mitigated Event Frequency, and Risk Reduction Factor
values were estimated at 1x10"-6, 3x10"-7, and 10”3,
respectively, and finally, a SIL of 3 was determined for
the emergency stop system.

Discussion

This study was conducted to determine the SIL for
Emergency Shutdown (ESD) systems in a desalination
unit. The significance of this study lies in the fact that
process industries are prone to accidents, such as fire,
explosion, and gas leakage due to the type of materials
and energies used. Therefore, the use of protective
layers, especially emergency shutdown systems, plays
a key role in reducing risks. IEC 61508 and IEC 61511
standards provide the framework for the design and
implementation of safety instrumentation systems (SIS).
The LOPA method was used as a semi-quantitative tool
to determine the safety level of SIS systems, which was
applied after a Hazop study and the identification of 25
hazardous scenarios. In the unit under assessment, 15
ESD systems were identified, each of which may cover
several hazard scenarios. The most dangerous scenario
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was related to the level reduction in the desalter tank
and the consequences of fire and explosion. In this
case, using the PHA Pro software, the SIL3 level was
determined for the emergency stop system. To reduce
the costs associated with achieving SIL3, it is proposed
to reduce the required SIL level by adding independent
protection layers. Previous studies have also shown
that LOPA is faster and less resource-intensive than
methods, such as FTA, and has a greater focus on
severe outcomes and independent layers of protection.
Regarding the limitations of this study, one can indicate
the time-consuming nature of accessing evidence and
the lack of similar domestic studies. Finally, the
difference between the SIL determined at the design
stage (SIL Design) and the actual level (SIL Actual)
based on the implementation drawings was examined.
These differences indicate the need to review and adapt

the actual safety level to the designed requirements.

Conclusion

Considering the difference between the SIL assigned to
each emergency stop system at the design stage and the
construction stage, this study was conducted using the
latest approved drawings to identify this discrepancy.
It was revealed that the emergency stop systems
assigned at the design stage had no one-to-one ratio for
the risk scenarios existing at the operation stage and
were different. Therefore, action should be taken
during operation regarding the occurrence and
assessment of risks. In this study, the most dangerous
scenario is the criterion for assigning the SIL to
emergency stop systems, so that lower scenarios are
also covered.
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